
+ 



CAD Equipped 
Network Device 



FIG. 2 

+ 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P37U (034300-000122) 



2/12 



+ 



Small-Footprint Device 



r 



330 



Primary Storage 



ROM 



RAM 



310 
315 



I/O 

(e.g., Serial Port) 



340 



300 



Processors) 



316 



r 



320 



Secondary Storage 
(e.g., EPROM) 



FIG. 3 
(Prior Art) 



rAOO 



Physical Device 



410 



Machine (Virtual or Physical) 



420 



Execution Context 



Object 
Access 



ir4 40 
( Object 



Object 
Access 



Object 
Access 



j 

( Object ) 



[ Object ) 



FIG. 4 
(Prior Art) 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P3711 (034300-000122) 



3/12 




^Action 



FIG. 5 



r 530 




800 



Principal Invokes 
Action on Object 



Is 

Object within 

Context 

of Principal 
? 



■810 



Permit Action 



r 84 0 



Disallow Action 



+ 



FIG. 8 




r 400 



Physical Device 



r 410 



Machine (Virtual or Physical) 



Execution Context 1 




( Object] 




[Access J 


, r 440 


430^ — [ Object^ 




630 


( Object] 


.-■635 


\Access J 


i 
i 
i 
i 
i 
i 
i 
i 



■420 



636 



r 600 



r 620 



Execution Context 2 



Object 
Access 



[ Object 



640 



T 

[ Object 



FIG. 6 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P3711 (034300-000122) 



5/12 



+ 

^700 



Runtime Environment 

770 




Virtual Machine 



Interpreter 
or 

Native Implementation 



Runtime System 



750 



Object 
System 



730 



740 



720 



Operating System 



760 



+ 



FIG. 7 



+ 




Physical Device ^410 



Machine (Virtual or Physical) 
Execution Context 1 




Execution Context 2 



i 

i r 640 

( Object ) 

I r 9io 
( Object ] 



FIG. 9 



+ 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P3711 (034300-000122) 



7/12 



+ 



r 400 



Physical Device 



Jl 



410 



1000^ 



Machine (Virtual or Physical) 



Execution Context 1 


S~ss-1030 


( Object) 




[Access J 


/■1035 




1070 



1010^ 



600 



Execution Context 2 
I r 105 0 



Object 

1040 



1090 




r 109 9 
y+ ( Object ) 



1095 




1080 



Jl 



600' 



Jl 



1020 



Execution Context 3 



1060 



( Object 



+ 



FIG. 10 



+ 




S i SUBCLASS 



Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P37U (034300-000122) 



8/12 



r 



1100 



In Execution Context 2, Create Object and 
Designate as Shared (e.g., Entry Point) 



1110 



In Execution Context 1 (Principal), Obtain a 
Reference to Object 



1120 



Principal Invokes Action on Object 



FIG. 11 



+ 



Physical Device 



Machine (Virtual or Physical) 

Supercontext r 760 



r 1210 




Entry Point 
Object J 









770-^ 



1200 



Object 
Access 



6 



1220 



1205 



Context 1 



FIG. 12 



r 400 



r 410 



600 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P371 1 (034300-000122) 



9/12 



r400 



+ 



Physical Device 



r 410 



Machine (Virtual or Physical) 
Supercontext 



Global Data 
Structure 



1200 



1220 



7 70^ 



Object 
Access 



1255- 
1205 



760 



1270 



1210 1250- 




Context 1 



Context 2 



FIG. 13 



r 400 



Physical Device 



r 410 



Machine (Virtual or Physical) 
Supercontext 



1200- 



f Object] 


( Obj'eci\ 


/\Access J 


[Access y\ 



760 



1250 



1220- 



1205 
1255- 



1270 



600 



7 70^ 



Object 



1210 1260- 



780 



Object 



Context 1 



Context 2 



+ 



FIG. 14 



+ 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P371 1 (034300-000122) 



10/12 



r 400 



Physical Device 



r 410 



Machine (Virtual or Physical) 
■600 



770^ 



1200- 



Object 
Access 



Context 1 



1205 

A 



1220 



r 780 



1210 



Shareable 
Interface 
Object 



Context 2 



FIG. 15 



1600 



Principal Invokes Action on Object 




Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P3711 (034300-000122) 




- 1620 



1 630-^ 



Permit Action 



Is Action by Principal 
Permitted on Object? 

1621 



1622 




1623 



No 

(Optionally More Tests) 




FIG. 17 



FIG. 



Thelen, Reid & Priest LLP - David B. Ritchie 
TRP Docket No.: SUN-P3711 (034300-000122) 



12/12 



r 18 00 
( Call Test ) 



- 1629 



-i - 



1810- 



Tests 1-NforP 
Invokes AonO 



No / VM Checks if 
Oisa Shared Object 



1850^ 



1 820-^ 



VM Invokes Method 
A of Object 0 



1830- 

Nn Method A of \ y 
N0 '[Object 0 Checks if P iC 
Authorized 



CElD 



i r 18 40 

( Pass ) 



FIG. 18 



